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CHECK SHEET FOR TARBING DOCUMENTS 
(RG #165 — 1917-41) 


I Army Intelligence (see SOP*) 


1. Methodology 

2. Sources/agents 

3... Crypto/technical 

4. Politically sensitive* 


II Other Agencies 


1. FBI - classified and unclassified 

2. Classified ONI (Navy) 

3. State Dept. intelligence 

4. Commerce Dept. intelligence 

5. Treasury Dept. intelligence 

6. British classified intelligence (after 1920) 


III Other Categories (see Archives Restrictions) 
1. Investigative reports of any origin 
2. Intercepts (mail-radio), censorship 


3. Personnel information; i.e., medical (Army 201's) 
4. Unsubstantiated allegations 
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ORIENTATION - OACSI MOB~DES PERSONNEL 


I lst Day - 
A. General Administration | 
Be Project Mission 
C. Archives Objectives 
D. General dictinans and Procedure 
. .E. Project SOP - Specific Instructions 


F. Familiarization of Material 


II 2a Day 


BR. General Recap of Initial Orientation 


B. Utilization of Individual Expertise and Backgrounds 


Tilt Project Officer Individual Supervision and Guidance for 


2~-Week Period 


. 
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Special Guidelines for Downgrading or De classifying 
Department of Defense World War II (pre-January 1, 1946) Records 
Concerning classified documents and other material's which are 
dated or which were produced prior to January I,, 1946 and contain 
information ove r which the Department of Defense exercises exclusive 
or final original classification authority, the following special rules 
shall apply: 
1. All classified documents or other material above described 
are hereby declassified, except those which, after review, are deter- 
mined to contain information described in subparagraphs a. through i. 


~~ 


below: 
a. . Information originated by or clearly attributed to foreign 


nternational organizations and _ 


governments or their agencies or toi 


groups, including the Combined Chiefs of Staff. This does not include 
vombines 
U.S. classified information furnished to such entities or information 


contained in documents or other material captured from an enemy ~ 


during wartime. 
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b. Information concerning communications intelligence or 
. . . —e 


cryptography, or their related activities. 


(1) This includes information concerning or revealing 


the processes, techniques, technical material, operation or scope of 


crypt 


communications intelligence, cryptography and cryptographic security. 
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it also includes information, concerning special cryptographic equip- 


ment, certain special communications systems designated by the 


SRT EST tot enor tn art rmenT erneran ret HITT 


department or agency concerned,, and the: communications portion of 


cover and deception plans. 


(2) However, provided! the: material does not reveal 


the foregoing information, this does not:include radar intelligence or 


SIT STMT TS Yer Rag aaeanieecs 


electronic intelligence, or such passive: measures as physical 


security, transmission security, and electronic security. lee 


c. Restricted Data which. is: currently defined by the Atomic 
eae 


~Energy Act of 1954, as amended,. as information concerning: 


(1) design, manufacture: or-utilization of atomic weapons; 


oo 


(2) the production of! special nuclear material; or 


° (3) the use of special nuclear material in the production | 
; 


* 


of energy, bee not to include information: declassified or removed from 
~ the Restricted Data category pursuant to Section 142 of the Atomic 

Energy Act. . , ie : 

d. Formerly Restricted Data which is defined as a eee ee 

removed from the Restricted Data category upon determination jointly | 


by the Atomic Energy Commission and Department of Defense that 


weapons, and that such information can be adequately safeguarded as 


! 

; é 
such information relates primarily to the military utilization of atomic 
° * ; s | 
classified defense information, i 
F 
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e. ‘Nuclear propulsion information or information concerning 
ne een 


the establishment, operation, and support of the U.S. Atomic Energy D2: 
> ee, 


Detection System, unless otherwise specified by the pertinent AEC- DoD 
a aie - 
classification guide. 


f. Information concerning or revealing escape, evasion 
——_— 


~ 


cover, or deception plans, procedures, and techniques, or operations 


aE enemenmell 
i  inael 


related thereto which requires protection currently.. 


“ge Information which reveals saurces:or-methods of intelligence 
a onan SI ca 


or counterintelligence activities or methods: of’ special operations requiring 


~ 


protection currently. However, provided the material does not reveal 


the foregoing information, this does not. include: intelligence estimates, 
plans (whether executed or not), directive s and reports which may be a 
part of operational plans or combat operations orders. 

h. Technical information concerning Naval systems and-~-. 


eat ee et 
equipments in the following categories to be designated by the Department 


of the Navy as being in current use or projected for. future use or design 
and which reveals the capabilities, limitations, or vulnerabilities of 
such systems or equipments and thus could be exploited to counter, 
‘render ineffective, neutralize or destroy them:: 
(1) _ Design characteristics: of’combatant ships (fighting 
ships of the line) 
(2) Combatant ship armor, protective and damage 


control systems, and’ war damage reports. 
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present day and future U.S. foreign policy 
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provisions of 1, above, 


~ oe, 
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(3) Mines, mine sweeping,, and:mine countermeasures, 


(4) Electronic equipment and componentry listed as 
classified in current. editions of the Military 
Standardization Handbook,, Security Clas sification 
and Cognizant Activity of’ Electronic Equipment 


(MIL-HBK 140). - 


i. Information which would. adversely affect the conduct of 


and plans (whether exe cuted 


r not) and programs relating to current international security affairs. 


2, Though exempted from blanket declassification under the 


- 


all documents or ather. material containing 


information described in subparagraphs lL.. f.. through i., above, then 


classified Top Secret or Secret which are dated’or were produced prior 


tol January 1946 and over which the Department of Defense exercises 


exclusive or final original classification authority are hereby downgraded 


to Confidential. 
3, All information over which the Department of Defense 


exercises exclusive or final original classification authority and which 


is categorized under l. a. through i,,, above, as being exempted from 


the blanket declassification hereby ardered, shall nevertheless be 


declassified if, upon review by the DoD department, agency or office 


currently having original classification authority over it, a determination 
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is made that such information no longer requires any degree of security 
classification, In this connection, information categorized under sub- 
paragraphs l. a. throughi., above, aver which the Department of 
Defense does not exercise exclusive ar final original classification 
authority should, whenever possible without-undue interference ‘with day 
to day operations; be referred for review and possible declassification 
to agencies or activities, foreign or U..S..,, having such authority. 

4. Information or material over which the: Department of Defense 
exercises exclusive or final original classification authority, exempted 
ae blanket dcciescincation under subparagraphs 1. a. through 1. i., 
above, and not already declassified after review under paragraph 3., 

| ‘above, shall, if itis already 30 years old or has less than 6 months 
remaining before it will become 30 years old, be reviewed to determine 
whether it requires continued protection under Section 5(E)({1) of 
* Executive Order 11652. If so, it shall be listed and referred ens 
established channels to the Secretary of Defense or the Secretary of 
‘the appropriate Military Department-.depending upon which head of. - 
Department has current security classification jurisdiction over it, 
This listing shall (1) identify the document: or. material involved, 
including its date of origin and field of interest, (2) recommend con- 
tinued classification beyond 30 years to a. specific future event which 
is certain to happen, or for a fixed period of time to terminate on 


December 31 of a given future year, and (3) state that the reason for 


the reconMprravedi Foes Release 2002/05/08-n CO-RDP9SBO 1194RQ04 2001900063. 


-RDP93B01494R001200190006-3 


ase 2002/05/08 : CIA-RDP93B01194R001200190006-3 


Approved For Rele 


would place an identified or identifiable person in immediate jeopardy, 
or that, because of reasons which are: rae. continued classification 
is essential to the national security. | 

5. The provisions of Section IV.., DoD Directive 5200.9 shall 
eager the remarking of all documents and'other materials deter- 
mined anaes these guidelines to he downgraded or declassified. 


These guidelines are effective immediately. 


4 
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MEMORANDUM ‘FOR’ ‘Secretaries of the Military Departments 
Chairman of the. Joint Chiefs of Staff 
Director of Defense Research and Enginee ‘it 
Assistant Secretaries of Defense © ; 
Directors of Defense Agencies 


SUBIECT:: Declassification of World War IL Records 


In furtherance:of the President's program for declassification and 
release: of; World War Il records, special downgrading and declassifi- 
catiom. guidelines have been adopted. These guidelines are applicable 
to those: World War II records, dated or produced prior to January 1, 
1946,. which: were originated by components or predecessor components 
of the Department of Defense and are now under the exclusive or final 
original: classification authority of this Department. A copy of the 
foregoing: guidelines, prepared for the use of your respective depart- 
ments,, agencies, and offices, is enclosed. 


The foregoing guidelines take the following form: ~ 


‘. Blanket-declassification of all covered materials except those e 
determined to fall within the exempted categories described S 
imparagraphs l.. a. through 1. i. , ~~. v: 

“& 
Blanket downgrading to Confidential of all exempted materials . 
-except those determined to fall in exempted categories 1, a. . 
through 1. e. ; 
: é 
“Review and, if possible, declassification by the Department 
of’ Defense component currently having original classification 2 
authority, of all exempted materials in all categories 1, a. 7 
through 1. i. ; 
KE 


Hemarking of all materials determined under these guide- 
lines:to be downgraded or declassified, in accordance with 
Section IV,, DoD Directive 5200.9, 'Declassification and 
Downgrading of Certain Information Originated before 
January 1, 1946," dated September 27, 1958, copy of. which 
is enclosed, 
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The preponderance of World War II records are stored in the custody 
of the National Archives and Records Service under the direction and 
control of the Administrator, General Services Administration, 
Accordingly, as shown in the enclosed copy ofletter, Ihave delegated 
authority to the Administrator to apply the enclosed guidelines to the 


' covered materials stored in the custody of the National Archives and 


Records Service. 


The addressees hereof are responsible for application of ‘the enclosed 
guidelines to all covered World War Il materials stored in their 

custody, and to all materials referred by the General Services Adminis-~ 
tration for final resolution, Itis suggested that the total task will be 
simplified and expedited if each addressee will consider centralizing 
within his organization the autharity to apply these guidelines regardless 
of the particular element or sub-element of his organization which may 
have the immediate exclusive or final Original classification authority 


over the information inwolved, 


--It will be appreciated if you will give this matter- your personal attention 
so that the early successful completion of the President's program 


will be assured, 


Enclosure 
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THE SECRETARY OF DEFENSE. . 
_ WASHINGTON, O.C.. ZO30! 


may 3 1972 


Honorable Rod Kreger 

Acting Administrator 

General Services Administration 
Washington, D. C. 20405 


Dear Rod: 


In furtherance of the President's program for. declassification and 
release of World War Il records, this Department has adopted 
special downgrading and declassification. guidélines. These guide- 
linés are applicable to those World War IT records, dated or 
produced prior to January 1, 1946, which were originated by 
“ components or predecessor components of this: Department and 
‘are now under the exclusive or final original: classification 


authority of this Department, - 


A copy of the foregoing guidelines, prepared for the use of your 

Agency, is enclosed, These guidelines are specifically limited 

to apply only to the covered classified materials stored in the coat 
~ custody of the National Archives and Records. Service, They take 

the following form: ; 


f 


Blanket declassification of all cavered materials except 
those determined to fall within the exempted categories 
_~+  -~deseribed in paragraphs 1, a, through 1..i. 


Blanket downgrading to Confidential of all exempted 
materials except those determined to. fall in exempted 
categories 1, a. through l. e. 


Review and, if possible, declassification by the Department 
of Defense component currently having original classification 
authority, of all exempted materials in all categories 1, a. 


through 1, i. 
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Remarking of all materials determined under these guidelines 
to be downgraded or declassified, in accordance with 

Section IV., DoD Dire ctive 5200.9, "Declassification and 
Downgrading of Certain Information Originated before 
January 1, 1946,'' dated September 27,, 1958,, copy of which 

is enclosed. ; 


You are hereby delegated authority to act-for this Department in © 
the application of the enclosed guidelines to the covered materials 
stored in the custody of the National Archives:and Records Service. 
This authority includes, of course, the remarking of those specific 
materials determined by you or your designee to have been down- 
graded or declassified by blanket action,, and the.authority to 

refer exempted materials to the responsible: DoD component for 
review and possible declassification, This:authority may be 
redelegated by you to such subordinate officials: within your Agency 
as you may find necessary to carry out the President's program, 


Any particular case, within the scope of the authority delegated to 
you herein in which doubt arises should be referred by your Agency 
for final resolution by the DoD component which has original 
classification jurisdiction over the infarmation,. 


You may be assured that this Department will cooperate ee with 


your Agency in carrying out the President's: program. ro 


_ ee Since relys. 


Enclosures 
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nuwseR 5200.9 - Ch 3 DATE DISTRISUTION 
(Supersedes Ch 2, 1/8/63) May 3, 1968 5200 series 
ATTACHMENTS 

Pages 1 and 2 of DoD Directive 5200.9, Sept 27,. 58. 


INSTRUCTIONS: FOR RECIPIEXTS 


'Declassification and 


The following page snd pen changes to DoD Directive 5200.9, 
y 1946,'! dated 


Downgrading of Certain Information Originated Before 1 Januar 
September 27, 1958, have been authorized: 


PAGE CHANGES 


Remove: Pages 1] and 2 
Insert: Attached replacement. pages.. 


e 


Ghanges appear on page l and are indicated by marginal asterisks, 


PEN CHANGES 


Page 7, Section IV. B. - Delete: "(Manpower)" 
Insert: "(Administration)" 


EFFECTIVE DATE 


This change is effective immediately. 


Pear “ fon is 


MAURICE W, ROCHE 
‘Director, Correspondence and Directives Division 
OASD({Administration) 
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5200.9 - Chl October 14, 1958 


ATTACHMENTS 


None 


INSTRUCTIONS FOR RECIPIERTS 


The following pen change to Departme 
and Downgrading of Certain Informatio 
|September 27, 1958, has been duly authorized: 


PEN CHANGE 
Page 7, Section VII - 


Delete: "sixty (60) days from. date. i 
Insert: “on November 26,, 1958." 


The above change clarifies the intent of the 
y in. the effective dates of Service poe ete 


ie 7) aed» 


MAURICE W, ROCHE 
Administrative Secretary 


so as to assure uniformit 
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References: 


cc 


September 27, 1958 
, NUMBER 5200.9 
a ee a deren 


ASD{PA) 


Department of Defense Directive 


SUBJECT Declassification and Downgrading of Certain 


Information Originated’ Before 1 January 1946 


(a) Executive Order 10501, "Safeguarding Official 
Information in the Interests of the Defense of 
the United States '' 


(b) DOD Directive. 5200.1, "Safeguarding Official 
Information in the: Interests of the Defense of 
the United States "' 


- (c) DOD Directive 5200.6, "Policy Governing the 
Custody, Use and Preservation of Department 
of Defense Official Information Which Requires 
Protection in the Public Interest "' 


* 


PURPOSE | = 
The purpose of this directive is to declassify certain documents 
_which were originated prior to. 1’ January 1946. 


BACKGROUND 


A. Section 1 of reference (a) provides that military informa- 
tion and other official information which requires pro - 
erests of national defense shall be limited 


tection in the int 
ignated and 


to the three categories of classification as des 
defined therein. Therefore, information which does not 

fall within those classification categories should not have 
a defense classification assigned to it regardless of when 
it was originated, and any such information still bearing 
a defense classification must be declassified. 


B, Vast numbers of documents originated before and during 
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Department, joint service agencies, and military and naval 
activities continue to bear defense classifications primarily 
because manpower has not becn available to accomplish al 
details of downgrading or declassification. With a few 

. excepted categories, the information in these documents 
has already been declassified either by action taken on other 
copies or by a general declassification of the information 
without reference to a specific dacument. Although informa- 
tion in certain TOP SECRET dacuments will still require 
protection, it is quite apparent that it could no longer meet 
the criteria provided in reference (a) for the TOP SECRET 
classification and should be downgraded. 


Therefore, in keeping with Executive Order 10501, and to 
insure that inforrnation of the Department of Defense is not 
- being withheld from the people of the United States because 
. of unnecessary classification, itis essential that effective 
but economical action be taken without further delay. 
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I. DECLASSIFICATION AND DOWNGRADING DOCUMENTS 
A. <All classified documents concerning which the Department 
of Defense or a department, agency, office or official 
thereof is the classifying authority which are dated or which 
were produced prior to 1 January I946 are hereby declas- 
sified, except those described hereunder: 


Plans for an operation of war that were prepared by an___ 
organization higher than Army division level, Army Air 

_ . Force numbered air force level, Navy task force level, 
--or-other military command of comparable level; Plans 
on cover or deception, instructions for or reports of 
operations relating thereto and plans and directives 
concerning escape and evasion procedures, 


I. 


i a ee cee eT ee 
“ 


2. Intelligence and counterintelligence documents, includ- 
ing but not limited to: 


PERETTI geneva ue amuse ane 


Intelligence estimates, except those contained in 
operation plans and ordera of an Army division, 
Navy task force, Army Air Force numbered air 
force, or other military command of comparable 


or lovrer level. 


a. 


b. Plans, directives, and reports regarding intel- N 
; ligence and counterintelligence operations; ° , 
Approved For Release 2002/05/08 : CIA-RDP93B01194R001200190006-3 
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Intelligence photography (aerial and ground); 
reports of intelligence and counterintelligence 
jnvestigations, and detailed reports on friendly 


and enemy personnel who escaped or evaded 


capture. 


c. Documents containing information concerning 
jal for intelligence 


special equipment or materl 
collection and counterinteligence activities. 


Radar scope photography. 


Restricted Data, as defined yn reference (b). 


ts containing information concerning electronic 


Documen 
ter -countermeasures. 


countermeasures or coun 


Documents containing structural or performance data 
concerning Naval vessels or Naval armament and equip- 
ment in current use or for future use as follows: 

Armor or protective systems; war damage or 
damage control. 


ae 


- 


fire control systems having 
d numerically higher, includ- 
radars and gunar. 


b. Proximity fuses, 
designations Mk 37 an 
ing their associated computers, 


tactics, countermeasures, 


--¢, Subsurface performance, . 
bathymetric and gravi- 


counter-counte yrmeasures;. 
metric data. 


Documents prepared by an organization of theater head- 


quarters, military government headquarters, military 
mission headquarters, and comparable or higher levels, 
which concern or affect the formulation and conduct of 
U. S. foreign policy and plans or programs relating to 


international affairs. 


raded to SECRET. 


cuments which are exempted from declas- 
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downgrade information originated before I January 1946 
applies to all documents that originated in.the former War 
Department, the Navy Department, the Joint Chiefs of 

Staff and other joint military-naval agencies, orin an 
activity of the Army or the Navy, including the U..S.. Coast 

. Guard when acting as part of the Navy. Also, such author- 
ity applies to documents originated or reproduced by con~- 
tractors in the performance of contracts awarded by the 
former War Department or the Navy Department.or by the 
Army or the Navy. Further, the authority applies to mater- 
ial referred to in section 4(c) of reference (a) which has : 
been officially transferred from another agency to the 
Department of Defense or one of its agencies.. 


Specifically excluded from the authority set forth im this 


directive are: 


BE, 


F. 


I. 


Documents originated by or containing classified informa- 


tion clearly attributed to the following:. 

a. An agency not under the jurisdiction of the Secre- 
tary of Wer, the Secretary of the Navy, or the 
Joint Chiefs of Staff (except for transferred mater- 
ial referred to in C above). 

b. Interdepartmental agencies with representation 
from agencies other than the former War Depart- 
ment or the Navy Department. 

'¢, International groups, including the Combined Chiefs 
of Staff. 

d, Foreign governments or their agencies. 
2. Documents and materials concerning communication 


intelligence, cryptanalysis and cryptography. (These 
documents and materials are in segregated storage 
where they are receiving special handling.) 


The term "document" applies to any recorded information 
regardless of its physical form or characteristics as stated 


in reference (b). 


The exclusion of a classified document from the declassifica- 
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that it cannot be declassified by other means. The official 
who has responsibility in accordance with reference (a) or 
(b) and who finds that a document no longer-requires the 
protection represented by its classification marking shall 
take declassification or downgrading action as soon as 


practicable. 


It is the intent of this directive to delegate-to the lowest 
level consistent with national security the authority to 
determine whether a document is included in the exceptions 
under Section Ill A or exclusions under Section III D. To 
this end, the Military Departments: shall designate persons 
and/or offices at the lowest practicable echelon in the field 


and at the Seat of Government. 


IV. MARKING OF DOWNGRADED OR DECLASSIFIED DOCUMENTS 
eee ee ee DOCUMENTS 


A. Custodians of documents that are declassified or downgraded 


by II above shall mark them as soon as practicable in 
accordance with procedures in Section 5{h) of Executive 
Order 10501 and this directive to reflect the declassification 


er downgrading action. 


B. The notations that are required on documents declassified or 


downgraded by III above to show the authority for canceling _ 


or changing the classification markings shall be stated sub- 
stantially as follows: 
I. "DECLASSIFIED - DOD DIR,, (number) , (date) "or 


2. "SECRET - DOD DIR, (number) , (date) . 


C. The proper notation shall be placedon the first page of a 


document or such other prominent place (front cover, title 
page) considered appropriate by the custodian. The nota- 
tion may be made by writing, stamping, or by a perforating 
machine if all elements of the required notation can be 
shown by using such a machine.. 


D. If the volume of material held by a custodian is such that 


prompt marking of every declassified document could not 


be done without interfering j ra- 
Appraved Foc Release GR9ghOs/08 : caSRDE 25801 1BEROB Abt oBboe 


issue written instructions for the uge of ‘declassification 


Sep SONTNA ES eRe wee y a CR eR Perro Tony eee 


SEP Re TI mere, 


+ enters meee 
SS : EE A ETT rene wets 


i aan re ee anny 


een an 


ett se Ni, cole Um ne Btn A. 


Approved For Rea 2002/05/08 : CIA-RDP93B01 T94R001200190006-3 
ioe ae wea at : —— — 


notices to indicate documents known to have been declas-~ 
sified. A declassification notice may be attached to a file 
or a storage container that includes documents declassified 
by HI A above. Such a notice must include (1) the date of 
preparation, (2) the specific file or files to which it refers, 
(3) reference to this directive asthe authority for declas- 
sification, and (4) the name and the office or headquarters 
of the official directly responsible for preparation of the 
notice. Instructions on the use ofithese declassification - 
notices shall contain appropriate guidance to insure that 
when declassified documents are: withdrawn from their file 
folders or are removed from bulk storage for use théy are 
properly marked to show the declassification action. If 
numerous copies of a declassified’ document or a file of 
documents are removed from a storage container for trans- 
mission to another office ar area, and time does not permit 
the marking of each document, such transrnission may be 
miade if a declassification notice: is attached to and remains 
with each such shipment or file until the documents are 


' -properly marked. 


E, Downgrading notices regarding TOP SECRET documents 
in storage, which have been downgraded in accordance with 
this directive, may be used in the manner prescribed for 
declassification notices, provided such documents shall be 
marked to reflect the change in classification prior to trans~ 
roission from one office to another. ete 


F. Requests from former contractors and other persons or 


“" ~-—~~agencies outside the Department of Defense for advice as” 


to the action they should take on copies of documents in 
their possession or custody which they believe have been 
declassified or downgraded will be referred to the head of 
the activity in the Department of Defense whose functional 
responsibility indicates that he has primary interest in the 
documents. If the head of such activity determines that the 
information has been declassified or downgraded, he will 
furnish the requester with written instructions for marking 


‘the documents. 
RELEASE OF DECLASSIFIED INFORMATION 


All personnel are reminded that release of information in docu- 
ments declassified pursuant to this directive should be handled 


on the same basis as any other unclassified information in 
Approved For Release 2002/05/08 : CIA-RDP93B01194R001200190006-3 
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accordance with the provisions of reference (c) which requires 
protection of certain. official information in the public interest 
for reasons other than national defense and that, as reference 
(c) emphasizes, it is the fundamental policy of the Department 
to make the maximum information available to the public con- 
sistent with military security and the overall national interest; 
arbitrary and unreasonable withholding must be avoided; and 
no inforrnation otherwise releagable may be withheld because 
its release might tend to reveal administrative error or ineffi- 
ciency or might be embarrassing. 


VI. IMPLEMENTATION 


A. Instructions issued.in implementing this directive shall be 
as epecific in detail.as is practicable so as to cause the 
‘cancellation or change of’classification markings on declas- 
sified and downgraded documents and at the same time 
insure that markings:are: not canceled on documents which 
continue to require protection as classified defense informa- 


tion. 
B. The military departments are requested to furnish two (2) 
copies of their proposed implementing instructions to the 


Office of the Secretary of Defense, through the Assistant 
Secretary of Defense: (Public Affairs), prior to issuancg. 


VII. EFFECTIVE DATE 


__ This directive is effective sixty (60) days from date. 


. 
. 


fn A). i 


Daputy Ssoretary of Defonsa 
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